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1
Decision/action requested

This document proposes to add a new key issue #2: security of providing access to local services. SA3 is kindly requested to approve this doc.
2
References

[1]
3GPP TR 33.858 v0.1.0
3
Rationale

Security requirements have been raised in TS 22.261 and TR23.700-80 during providing access to a hosting network and a set of services offered by the hosting network provider, and 3rd party service providers. Consensus has been made in the last meeting that mutual authentication is needed between the hosting network and the UE.
So we propose to add this new key issue on the security of providing access to local services.
4
Detailed proposal

**** START OF CHANGE ****

5.X
Key Issue #X: Security of Providing access to local services.
5.X.1
Key issue details

According to the security requirements in TS 22.261 [3], UE is needed to be authentication by the hosting network. Clause 6.41.2.4 states:

“The 5G system shall provide support to enable secure means to authenticate and authorize a user of a UE accessing a hosting network, including cases in which a UE has no subscription to the hosting network and still needs to get authorized to use localized services via the hosting network.”
“The 5G system shall be able to authenticate and authorize the UE of a user authenticated to a hosting network to access the hosting network and its localized services on request of a service provider.”
Further, in TR 23.700-08 [2], NPN (SNPN or PNI-NPN) is considered as hosting network to provide access to localized services. security requirements as described in KI#3 and KI#4 as follows:
“NOTE 2:
Collaboration with SA WG5 and SA WG3 may be needed.”
“NOTE 2:
Security aspects (such as authentication of the UE and security aspects of provisioning) are addressed in SA WG3. The authentication architecture is addressed in both SA WG2 and SA WG3.”

This key issue is to study the mutual authentication between UE and the hosting network.
5.X.2
Threats
If the UE is not authenticated towards the hosting network, it is possible to impersonate the UE.

If the hosting network is not authenticated towards the UE, it is possible to impersonate the hosting network.
5.X.3
Potential security requirements

Security mechanism is needed for the mutual authentication between UE and the hosting network. 
**** END OF CHANGE ****
